Under 18s IT User Gontract

Security and Privacy CLIFTON COLLEGE

—— PART OF THE ——

| understand that hacking of any kind is not allowed.

| will not attempt to access information belonging to anyone else without permission.
| will only use my login details to access the network.

| will not give my password to any other person.

| understand | must keep my password safe.

| will not post personal details of myself or other people on social media.

| will not arrange to meet strangers over the internet.

Use of inappropriate material and software

¥ Iwill not try to download offensive material or software from the internet.

¥ |will not try to access restricted websites.

% | will not send, share or access material that is abusive, racist, extremist, obscene or illegal.

% | understand that 'sexting’ (indecent pictures of under 18s, including myself) is illegal in the UK.

Email

¥ | will use email sensibly.
3 | will not use email to send or forward offensive or inappropriate material to people or user-groups.

School computers
¥ | will not change the settings of any school computers.

The multimedia centres

¥ | understand that mobile telephones must be switched off in the computer rooms.
3% | understand that I am not allowed to have food or drink in the computer rooms.

Mobile devices and laptops

% 1 will not 'share’ machines across the network due to the danger of viruses and malware.

¥ |understand that the sharing of licensed software, music and video is illegal.

¥ | will not bring any offensive or illegal material to school.

% | will close (or secure with a password) any file sharing software on any networked computer belonging to me.
¥ | will not look at my mobile phone during lesson time unless asked to do so by a teacher.

Wifi Access

¥ | understand that I am not allowed to share the Wifi password with anyone outside of the school.
¥ | understand that | cannot use the wireless connection to cause any damage to the school network.
¥ Iunderstand that I cannot download any illegal or offensive material on the WiFi network.
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Name:

(Print in CAPITAL letters)

Signed: Date:
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